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Artificial Intelligence (AI) refers to the ability 
of machines to display intelligent behavior. 
Since the 1950s, Artificial Intelligence is also a 
major research area across several disciplines, 
including Computer Science, Mathematics, 
and Statistics.

In the past 60 years, Artificial Intelligence has 
seen several “waves of optimism”, interleaved
with periods of disillusionments – the so called 
“AI Winters”. In recent years, another wave of
optimism began and is driven in no small part 
by the availability of cheaper and more power-
ful hardware and the open access of research 
findings, for example through open-source 
software packages for free experimentation 
and off-the-shelf hardware designed for sol-
ving AI problems.

These successes, particularly in the area of 
Deep Learning, have been widely publicized 
– for example, the Alpha Go AI that beat a 
world-class Go player. These advances have 
also moved AI up the strategic agenda of both 
politicians and decision makers in industry. AI 
is seen as a key technology in making territo-
ries and companies alike competitive in the 
future digital marketplaces.

Machine Learning It turns out that almost all 
of these recent advances stem from an area of 
AI called machine learning. This is a field that 
applies methods from statistics to solve two 
related problems:

Model Training: training data is prepared 
and subjected to an algorithm that learns a 
mathematical model. The model represents 
patterns identified in the training data.

Model Inference: the learned model is sub-
jected to new data input in order to make 
inferences based on such learned patterns 
for decision support.

In mathematical terms, machine learning 
wants to learn an approximation of a given 
probability distribution and the training data 
is assumed to have been sampled according to 
that distribution. Inference then uses the lear-
ned, approximate distribution.

For example, a Deep Learning algorithm may 
be used on medical images to learn a model 
that can then predict from 3-D brain scans 
whether a patient has a particular brain disea-
se. It is important to keep in mind that such 
predictions are merely statistical assertions, 
and not hard and qualitative facts. This means 
that machine learning needs to support deci-
sion making in a manner that is human-centric 
and meets expectations of ethics and legal re-
quirements. And this is especially true when 
decisions are being made in an automated fa-
shion, for example in an autonomously driving 
car.

FROM RESEARCH TO IMPACT 
Machine learning has great potential to make 
decision-support processes smarter, cheaper, 
more automated, and self-improving. This 
makes the adoption of machine learning an 
important topic in the strategic planning of 
government agencies, industrial companies, 
and third-sector organizations.

It is also recognized that widespread commer-
cial adoption of machine learning will require 
approaches that offer sufficient guarantees 
about the security and privacy of the process 
of learning models, especially when compa-
nies wish to learn collaboratively from data-
sets that they locally maintain and control. 
For example, a recent report [Res19] asked 
German enterprises to give their biggest rea-
son for not considering the cloud for machine 
learning applications. Over a third of these 
companies cited data-protection issues as 
their biggest concern. In that same study, 20 
percent of surveyed CEOs and Directors sta-
ted reservations about deploying AI solutions 
for fear that they could cause compliance and 
data-protection issues.

Federated Machine Learning has been pro-
posed as a viable solution for this. In simple 
terms, this approach allows parties to learn an 
updated model on their local datasets, com-
municate such an updated model to a third  
party who then aggregates these locally  
updated models into a global model. That  
global model is then the basis for subsequent 
local learning. In particular, all data stays 
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on-premise, only updated models get commu-
nicated in the network, and there is no need 
to perform costly data anonymization on local 
datasets. Therefore, this approach can accom-
modate data protection directives such as 
GDPR with greater ease, scalability, and cost 
effectiveness.

In that context, we work at building the eX-
pandable AI Network (XAIN) whose express 
intent is to achieve the following goals:

G1 	 To develop a framework for Federated  
	 Machine Learning that is customizable to  
	 the particular needs of use cases.

G2 	 To design this framework so that its  
	 security and privacy guarantees enable  
	 many important use cases that standard  
	 machine learning could not address in a  
	 compliant manner.

G3 	 To enhance this framework with techni- 
	 ques from automated machine learning  
	 to lower the adoption hurdles of machi- 
	 ne learning in companies.

G4 	 To deploy this framework in production  
	 as an Infrastructure as a Service.

OUTLINE OF PAPER
In Section 2, we review salient machine-lear-
ning architectures, identify adoption hurdles 
for machine learning, and assess the feasibili-
ty of data anonymization techniques in prac-
tice. Federation Machine Learning is introdu-
ced and discussed in Section 3. The technical 
vision of our FedML platform is the subject 
of Section 4. A discussion and assessment of 
legal issues around the compliance of Federa-
ted Machine Learning use cases is the subject 
of Section 5. A review of users and customers 
that the XAIN Platform targets is provided in 
Section 6 and pertinent use cases are studied 
in Section 7. We conclude in Section 8.
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2.1 CENTRALIZED, DISTRIBUTED, AND 
DECENTRALIZED MACHINE LEARNING
Machine learning, as explained above, is exe-
cuting an algorithm over a set of training data 
on a dedicated computing machine. We may 
refer to this as centralized machine learning. 
For medium to large scale machine learning 
problems, it is pretty common to apply distri-
buted machine learning instead.

A popular approach for that is to partition the 
set of training data D into different buckets 
Di, each hosted on a respective machine Mi, 
to run the same learning algorithm on each 
machine and bucket, and to then have a means 
of combining the learned local models into a 
global one. For that, let us assume that there is 
no adversary that may manipulate local data, 
local learning or message content and delive-
ry. Then the same model can be learned as if 
centralized machine learning were to be used. 
Therefore, such distribution does not “break
things”, but why would we choose it?

The advantage of distributed machine lear-
ning is that it can complete a large learning 
task at greater speed and scale by distribu-
ting the learning task to multiple machines. In 
order to accomplish this, trade offs between 
speed gains and model accuracy have to be 
considered (see for example [GZW17]). Mo-
reover, the tuning of hyperparameters such 
as the epoch size [GZW17] may be required, 
communication protocols may need to be op-
timized to reduce communication complexity 
and payload (see for example [?]), and the ma-
chine-learning algorithms should be robust 
against communication failure and downtime 
of machines (see for example [YTR+19]).

Distributed machine learning is also useful 
when the training set D is already physically 
split up, for example when each Di  represents 
data from an autonomous vehicle i  across an 
entire fleet of vehicles. In such use cases, eco-
nomic and other considerations may prevent a
combination of all such data into a sole data-
set on which centralized machine learning 
could then be performed.

The combination of results from local learning 
described above is often done by a third party 
called a “Parameter Server”. Alternatively, the 
combination of local models may use commu-
nication protocols that do not rely on a third 
party and we then speak of decentralized ma-
chine learning as a special form of distributed 
machine learning [yA18].

The area of Distributed Systems has a lot to 
offer in answering open research questions in 
distributed machine learning. Let us illustrate 
this with two such questions: To what degree 
can model combination happen asynchro-
nously in order to improve parallel proces-
sing, without compromising the mathematical  
behavior of the combined learning? How can 
we make mechanisms for model combination 
resilient to adversarial manipulation? Ans-
wering such questions needs to draw from 
non-trivial insights of Distributed Systems 
and we will revisit the latter question further 
below.

2.2 ADOPTION HURDLES FOR  
MACHINE LEARNING
Although machine learning and AI are high 
on the strategic agenda, there are significant 
hurdles faced in the adoption of machine-le-
arning technology in enterprises, and similarly 
in noncommercial institutions. Let us list and 
then discuss important hurdles for such adop-
tion:

AH1	 Machine learning technology is the  
	 output of research and its transfer to  
	 commercial usage is non-trivial and  
	 requires high levels of expertise [ea18]  
	 [Res19].

AH2 	 Many companies (for example SMEs)  
	 or use cases (for example smart-phone  
	 usage data) deal with “small data” on  
	 which machine learning may be less or  
	 not at all effective [ea18] [Res19].

AH3 	 The ideal training data of a company  
	 often resides in data silos separated  
	 across physical boundaries (for exam- 
	 ple different IT systems) or political/ 
	 legal boundaries (for example across  

Background2.
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	 departments or subsidiaries) which  
	 creates obstacles to combining such  
	 data [oCCA19].

AH4 	 Successful training of a model involves  
	 a complex workflow, including the  
	 pre-processing of training data and  
	 tuning of so called “hyperparameters”,  
	 for example the topological structure  
	 of a Deep Learning network. These are  
	 typically manual and high-skill tasks 
	 [oCCA19].

Hurdle AH1 is a reflection of the fact that Ma-
chine Learning is research-driven. There is a 
need for better knowledge and technology 
transfer from research-based machine lear-
ning tools to their usability and integration in 
commercial decision-support workflows. 

The hurdle AH2 suggests that there are in-
centives in designing and using collaborative 
forms of machine learning. Such collabora-
tion may take on many forms but will certainly 
have to accommodate constraints that stem 
from hurdle AH3. In fact, Google developed 
Federated Machine Learning as a form of col-
laborative, distributed machine learning for 
predicting which word a user wants to type on 
her keyboard as a function of already typed in 
keys [MMRyA16].

Regulatory constraints around privacy pre-
vented the combination of all user keyboard 
data into a global set of training data. Rather, 
the training was done on local training data for 
each user/device and only model information 
was then combined. We will return to this ap-
proach in Section 3.

One reaction to the problem of data silos 
stated in hurdle AH3 is to work on resolving 
the political, legal or technical issues that are 
at the heart of this. But we believe that such 
solutions are unlikely to come forward. Obtai-
ning such solutions is either too disruptive and 
costly, may take too much time to complete or 
may not be consistent with existing laws and 
regulations as in the Google use case just de-
scribed.

Therefore, we identify the development and 
deployment of technology that mitigates 
against the factors of hurdle AH3 as a pivotal 
contribution to the wider and successful ad-
option of Machine Learning in practice. Mo-
reover, such technology will positively impact 
the issues in hurdle AH2 as such mitigating ef-
fects will also apply to datasets of smaller size.

Hurdle AH4 also is quite significant. The work-
flows of machine learning are fairly complex,
and small mistakes at steps of such workflows 
can then corrupt the entire learning process 
and make the learned models unusable. These 
issues are amplified by a substantial shortage
in available AI engineers/developers and AI 
knowledge in the global workforce, which se-
verely limits the successful pursuit of AI pro-
jects in companies.

Therefore, any tools and technologies that 
can realize the execution of machine-learning 
workflows more easily, without compromising 
the quality of the obtained outputs, will have 
strategic importance. We argue that Auto-
mated Machine Learning (AutoML) has great 
potential to that end.

AutoML and ENAS 
The workflow of machine learning consists of 
many tasks, and it is not realistic to replace all 
of them with automated tools. Fortunately, 
many of these tasks are similar to those found 
in software engineering projects (for example 
the entire phase of use case conception and 
formulation). Therefore, companies may have 
in-house expertise for completing such tasks 
– which also do not seem automatable with 
current AI techniques.

In contrast, we think that the tuning of hyper-
parameters is a very promising target for Au-
toML in order to make it easier for companies 
to use and integrate machine learning into 
their systems. In machine learning, a parame-
ter is a variable (for example the mean or the 
variance of a probability distribution) whose 
value will be learned through training. A hyper-
parameter, is a parameter whose value is set to 
a constant before training takes place. This 
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is typically done manually, often in an ad-hoc 
manner and based on considerable experien-
ce.

Replacing this manual process of hyperpara-
meter selection with an automated one, for 
example one that uses machine learning to 
learn values for hyperparameters, is therefo-
re compelling.1 This is particularly the case in 
Deep Learning, where determining an optimal 
network topology is hard to do even for ex-
perts. Effective Neural Architecture Search 
(ENAS) is one such approach that shows great 
promise. Therefore, we want to develop solu-
tions that are supported by AutoML tools, in 
particular ENAS, in order to help with the ad-
option of AI in commercial settings.

2.3 DATA PRIVACY AND ANONYMIZATION
Let us discuss one possible solution to the pro-
blems around hurdle AH3. Suppose that we 
have two datasets D1 and D2, each collected 
by a different entity, and each containing per-
sonally identifiable information (PII) collected 
with the informed consent of those persons 
for a specific usage. That usage consent for D1, 
say, is unlikely to include merging that dataset 
with D2; for example dataset D2  may not have 
existed at the time when users gave consent 
for usage of D1. So we assume that we are not 
permitted to combine D1 and D2.

One way around this issue is to anonymize 
each dataset to obtain anonymized versions 
D1 and D2  , respectively. We use the term “data 
anonymization” to stand for the process of-
cleaning datasets so that their cleaned versi-
ons can no longer create any links to any PII. 
The interpretation of such linkability is guided 
by regulations and their legal interpretation, 
for example for the EU GDPR and the legal 
interpretation thereof.

Data anonymization does not refer to other 
anonymization techniques such as those pro-
vided by cryptography and discussed further 
below. We refer to [2914] for a detailed as-
sessment of standard anonymization techni-
ques from a legal perspective.

Once anonymized versions of datasets have 
been produced, the combined dataset D1        [ D2  
can then be subjected to machine learning  
algorithms while still being compliant with  
privacy regulation such as GDPR. However, 
there are several issues with this approach:

data anonymization is a labor intense, ma-
nual tasks and so is costly and non-scalable,

data anonymization may still be subject to 
re-identification attacks, particularly when 
an attacker has meta-data available,

data anonymization needs to pass legal 
scrutiny which sets a high standard for  
making links to PII irrevocable,

data anonymization may require different 
tools depending on the type of data, for 
example when dealing with micro-data as 
opposed to larger datasets.

Given this, we believe that such data anonymi-
zation techniques, while having their place in 
the toolbox of machine learning, are not an ef-
fective means for helping with the widespread 
adoption of machine learning in commercial 
decision support. Instead, we will have to seek
alternative solutions and we will advocate  
Federated Machine Learning as such a solu-
tion next.

a a

a a

1The infinite regress of using machine learning for tuning of hyperparameters is only apparent, 
machine learning for tuning has simpler hyperparameters.
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Federated Machine Learning (FedML) is a 
form of collaborative and distributed machine 
learning. FedML seems imminently suitable 
in overcoming regulatory constraints around 
the use of machine learning. FedML was pro-
posed for learning from datasets generated 
by and stored on small devices – keyboards 
[MMRyA16], where different data sets will 
not show identical patterns and may vary con-
siderably in size. At XAIN, we want to pioneer 
the transfer of research in Federated Machine 
Learning into industrial practice.

Scope of FedML at XAIN 
Specifically, we stress that we mean to develop 
FedML as a software framework and a technology 
infrastructure whose use cases are not confined 
to machine learning on small devices and data-
sets – an association many make with FedML due 
to its initial keyboard use case. Datasets hosted 
on enterprise servers are firmly in scope for us. 

A class of use cases that is of particular inte-
rest to us is that of a company C that is data  
controller for a range of data sets Di  for a set 
of its clients i  in I. Here, regulations prevent 
company C from computing the union of all 
data sets Di  in order to perform machine  
learning on that union. But company C meet 
demands of data privacy when it performs 
FedML on these datasets in order to compu-
te a global model. We will discuss the legal 
aspects of FedML technology in more depth in 
Section 5.

We conceive FedML as a software framework 
since there is no sole FedML algorithm that 
is best for all use cases. Rather, requirements 
will allow us to group use cases into different 
types, and where such a type informs the  
configuration of a generic FedML algorithm 
into a concrete instance. Over time, we plan to 
build up an infrastructure through which we 
can host our FedML services for our clients.

3.1 A GENTLE INTRODUCTION:  
FEDERATED AVERAGING
We will now present the original FedML algo-
rithm informally but also at a more technical 
level. This minimal level of technical exposure 
is needed so that we can have a subsequent di-

scussion of security and privacy issues around 
the use of a FedML framework. The Federa-
tedAveraging algorithm of [MMR+17] is de-
picted in Figure 1.

The intuition of the algorithm is that clients 
will learn local models based on their local da-
tasets and that a parameter server will aggre-
gate these local models into a global one that 
will then be used again for local learning. Let 
us describe this in more detail. At each round,
the Parameter Server selects a set of clients 
of fixed size, and asks each selected client k to 
update their local model based on the current 
global model and the local dataset Dk of that 
client, and to send this updated model to the 
Parameter Server. Once the Parameter Server
has received all these updated models, the 
weighted average of all of these is computed 
as the updated global model which is then sent 
to all selected clients of the next round.

It is not important to understand the pseu-
do-code in function ClientUpdate for the up-
date of local models, except for noting that 
all parties apply the same learning algorithm 
(here a Gradient Descent method) and on the 
same model structure (abstracted here into a 
vector of size d).

We note that the selection of clients in Fede-
ratedAveraging is done randomly, and so this 
is Stochastic Gradient Descent. Other selec-
tion strategies are possible. The weights are 
determined by the relative size of a client’s 
dataset, but this is similarly only one possible 
choice. Further, we note that FedML is fairly 
agnostic in the choice of learning algorithm 
used by clients, i.e. how function ClientUpdate 
is being implemented, as long as the resulting 
instance of FedML offers good performance 
or theoretical convergence guarantees. 

These degrees of freedom in choice illustrate 
that FedML can be seen as a generic algorithm 
in which mechanisms such as client selection, 
weight determination, aggregation function  
(here a weighted sum), and locally used  
learning algorithm are additional parameters  
whose instantiations result in a concrete  
instance of FedML. We thus think of FedML 

Federated Machine Learning3.



as a software framework. In particular, we 
may therefore optimize such choices for  
particular use cases and their requirements. 
And such optimizations way be achieved 
through standard tools, including those of  
machine learning itself.

Another aspect to consider is that FedML is 
also agnostic to how clients integrate globally
learned models into their own decision-sup-
port systems. For example, they may set their 
own criteria for when the global model would 
be the source of truth for their own decision 
support and thus replace a local model. This 
flexibility is nice but it has a flip side: other 
clients and the Parameter Server do not have 
any guarantees that the updated model wkt+1 
that client k returns to the Parameter Server 
has really been computed by the intended im-
plementation of function ClientUpdate. We 
will revisit this issue below when discussing 
the security of FedML.

8
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3.2 TYPES OF LEARNING
FedML can support different types of lear-
ning in order to meet the varying needs of use 
cases. In [YLCT19], three types were identi-
fied and their explanation benefits from de-
fining more structure of local datasets Dk.  
In [YLCT19], Dk  is conceptualized as a jIk j      x   
(jXk j  + jYk j) sized matrix whose rows are inde-
xed by a set of sample identities Ik, and whose 
columns are indexed by a set of features Xk 
and by a set of labels Yk. We note that there 
may be no labels (when Yk is empty) and that 
we abuse notation and sometimes use the 
term “feature” to refer to an element of either 
Xk or Yk.

For effective federated learning, better re-
sults may be obtained if semantic links across
datasets are recognized and incorporated into 
the machine learning. These link patterns are
grouped into three types, the first one being:

Figure 1: Pseudo-code for algorithm FederatedAveraging of [MMR+17]: C is the percentage of clients that randomly partici-
pate in model updates in each round, f1; : : : ;Kg is the set of all clients, wt is the global model learned after round t, whereas wt is 
the local model learned after round t (both wt and wt are d-dimensional real-valued vectors), variable nk denotes the size of local 
data set Dk where n = ∑
k=1

 nk, parameter    is the learning rate, and l( . , . ) is the loss function used for local learning.

k

k

K
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Horizontally FedML: All datasets have the 
same or almost the same features and la-
bels. And datasets have identities that do 
not overlap significantly: more formally, for 
all k ≠ k0:

	 there are many features that are  
	 in both sets Xk and Xk0 ,

	 there are many labels that are in  
	 both sets Yk  and Yk 0 ,

	 there are no or very few labels that  
	 are in both sets Ik and Ik0 .

As an example of this semantic link type, con-
sider the datasets of different local branches 
of the Department of Motor Vehicles. They 
are likely to use the same features and labels 
in their datasets, for example by relying on the 
AI provider for all branches in the same state. 
But there will be few users that have regis-
tered vehicles in different local branches of 
the same state. Another type of semantic link 
structure is dual to the one above:

Vertically FedML: All datasets have the 
same or almost the same identities. Data-
sets have feature and label sets that do not 
overlap significantly: more formally, for all 
k ≠ k0:

	 there are many identities that are in  
	 both sets Ik and Ik0 ,

	 there are no or very few features that  
	 are in both sets Xk and Xk0 ,

	 there are no or very few labels that  
	 are in both sets Yk  and Yk 0 .

For example, a local branch of the Department 
of Motor Vehicles will have a dataset with a 
set of users (the identities) that overlaps sig-
nificantly with the set of users from a dataset 
of consumer sales data at a local supermarket. 
And the features and labels will not overlap 
significantly, given the different domains.

We stress that expressions such as “many” 
and “no or very few” are not meant to be for-

mal mathematical definitions. Rather, they are 
guidelines for classifying FedML use cases and 
aid in understanding what is required for im-
plementing different classes of use cases.2

We also consider a type for which there is no 
significant semantic link across data sets:

Federated Transfer Learning (“Transfer 
FedML”): All datasets have no significant 
overlap between their identity sets, feature 
sets, and label sets: more formally, for all  
k ≠ k0:

	 there are no or very few identities  
	 that are in both sets  Ik and Ik0 ,
	
	 there are no or very few features that  
	 are in both sets Xk and Xk0 ,

	 there are no or very few labels that  
	 are in both sets Yk  and Yk 0 .

As an example, consider a maintenance com-
pany that services rail transportation infras-
tructure (tracks, signal points, and so forth) 
and has maintenance data where identities 
refer to staff who do inspections and service. 
A rail company has a dataset in which identi-
ties are train numbers such as “RE 2” and whe-
re features contain information such as which 
locomotive ran this service most often, and 
where labels include information such as mee-
ting a punctuality metric. It is clear that there 
will be very little overlap between identities, 
features, and labels across these datasets. But 
some overlap, for example pertaining to pro-
blems recorded on specific segments of rail 
tracks, would improve the quality of learning.

In general, there may be valuable statistical 
relationships between datasets that Transfer 
FedML could enable in order to get better de-
cision support.

Discussion 
Let us discuss these three different types. Ho-
rizontally FedML is a natural starting point for 
technical development and commercial use 
cases for the following reasons:

2For example, ignoring that two datasets have a substantial overlap in identities of users is 
likely to impair the quality of the learning with FedML.
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Matching links between features and labels 
does not seem to raise any privacy or other 
regulatory concerns, so this is easy to ope-
rationalize.

With no links between identities, we do not 
have to worry about how to implement such 
links without compromising regulatory de-
mands such as those pertaining to privacy.

Many companies hold structurally similar 
or identical datasets for different clients, 
where the semantic link structure is reflec-
ted very well by Horizontally FedML.

It seems that Transfer FedML has similar be-
nefits in that it does not appear to require 
the establishment of semantic links between 
identities, and so this seems to not raise any 
regulatory issues – where such issues may or 
may not be addressable with technological 
means.

In contrast, as stated in [YLCT19], the estab-
lishment of semantic links across identities 
of different datasets for Vertically FedML 
requires a different architecture that relies 
on cryptographic protocols. This is so since 
two Clients should only learn which identi-
ties their datasets have in common, not which 
identities the other dataset has that their own 
does not have. However, these protocols allow 
at least one client to learn which of the iden-
tities of her own dataset also occur as identi-
ties in datasets of another client. Moreover, 
this client will also learn which identities that 
occur in her own dataset do not occur in the 
other data sets – as the protocol computes the 
intersection these two sets of identities.

This is very problematic from the perspec-
tive of data protection, notably GDPR, and 
will therefore not be a feasible approach in 
most practical use cases that fit the semantic 
link structure of Vertically FedML. Therefore, 
our FedML platform development will focus on  
Horizontally FedML first and consider Transfer 
FedML use cases next.

3.3 AGGREGATION MECHANISMS
The aggregation in the FederatedAveraging 

algorithm in Figure 1 uses weights nk=n that 
are the quotient of the size of local datasets 
with the sum of sizes of all datasets. It is an im-
plementation detail that n is not the sum of all 
sizes of datasets of selected clients, presuma-
bly since the initial use case for this involved 
unbalanced data [MMRyA16]. But this illust-
rates that the definition of the aggregation 
operator, here the definition of weights, may 
want to reflect by requirements of the use 
case, here presumably the fact that data unba-
lanced across datasets.

Therefore, we think of our FedML software as 
a framework that can easily be instantiated to
best meet the needs of use cases, and where 
aggregation operators are part of such instan-
tiations. To illustrate this, here are a few sen-
sible choices of aggregation operator:

Byzantine Gradient Descent [CSX17]: the 
aim is here to offer robustness of the aggre-
gation operator in the presence of up to q 
Byzantine clients in each round, where q is
less than3 K=2. Byzantine clients can be-
have arbitrarily, for example they may not 
send any model updates or flawed ones to 
the Parameter Server, i.e. such nodes are 
malicious. Different rounds may have diffe-
rent Byzantine nodes. This is thus a strong 
security model. In [CSX17], it is proved 
that a variant of a FedML algorithm is se-
cure under this security model when local 
gradients are combined in batches using a 
geometric mean. The geometric mean of a 
set of points in a d-dimensional, real vector 
space can be seen as the vector that has the 
minimal Euclidean distance to all points in 
this set.4

Secure Aggregation: a practical means of 
securely aggregating weighted local models
is presented in [BIK+17]. This uses a secu-
re multi-party computation protocol that 
is bespoke for the computation of a sum of 
values and that is resilient against the drop-
ping out of a number of clients, both under 
the honest-but-curious (HBC) and the acti-
ve attack (ACT) models defined on page 13 
below.

3 Formally, when 2 · (1+∊ ) · q ≤ K for some fixed, positive ∊  .
4 In [CSX17], the algorithm lets the Parameter Server compute gradient descent steps whereas for the algorithm in Figure 1 this is done by 
the clients, and in several steps over local batches, before communicating an updated local model; it would be very interesting to transfer the 
techniques of Byzantine Gradient Descent to this setting to get strong security guarantees while still having good convergence properties.
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Automated Update of Weights: online op-
timization algorithms could be designed 
that dynamically adjust the weights for 
aggregation in order to reflect observed 
performance and other metrics of inter-
est. For example, a client who repeatedly 
submits updated models that seem to have 
poor quality would see her weight being  
decreased accordingly. The use of rein- 
forcement learning may lead to effective 
such algorithms that also offer sufficient 
degrees of resiliency against adversarial 
manipulation.
 
Bespoke Operators: Some use cases may 
require bespoke aggregation operators. For
example, XGBoosting combines techniques 
from stochastic gradient boosting [Fri02]  
with ensemble methods on decision tree 
models to compute fast and accurate  
models. These staged combinations of  
models may use their own operators such  
as majority votes, and are consistent with 
the notion of aggregation operator for 
FedML.

3.4 SECURITY
Cybersecurity of software platforms is no 
doubt important and our platform develop-
ment will follow Security By Design principles 
(see for example [Smi12]) and seek correspon-
ding quality certifications. But here we want 
to focus on security aspects that are specific 
to the realization of federated learning.

We already saw how requirements of a use 
case or regulatory demands can drive the need
for such additional security. For sake of illust-
ration, consider a use case in which several car
manufacturers want to mutually benefit from 
data for driving behavior across brands. These
companies may then not trust each other and 
so the aggregation operator needs to be resi-
lient to adversarial manipulation, for example 
by using some of the techniques outlined in
Section 3.3.

Similarly, consider a use case with small local 
datasets and where the Parameter Server is 
not a data controller of datasets. Then, addi-
tional cryptographic or information-theoretic 

means may be required for the aggregation 
operator so that the Parameter Server or ot-
her clients cannot possibly make any infe-
rences about privacy-sensitive data in local 
datasets. Such means may include secure mul-
ti-party computation protocols, homomorphic 
encryption or the addition of noise to signals 
for obfuscation. Such choices may also decen-
tralize aggregation and so eliminate the need 
for a Parameter Server or may offer the ability 
to challenge the Parameter Server.

In contrast, some use cases will not require 
such additional machinery and so can rely on 
simpler and more efficient platform instan-
ces. For example, consider a sole company as 
data controller of many different datasets and 
where the company, as Parameter Server, is 
capable of reading such local data anyway. In 
such use cases, the question is rather whether
the company as data controller is using the  
local datasets in the FedML instance in a man-
ner that is consistent with the contractual 
framework of the use case and existing regu-
lation such as GDPR. We revisit this issue in 
Section 5.

The FederatedAveraging algorithm in Figure  
1, works well when all clients and the Para-
meter Server are honest-but-curious: all  
parties play by the rules of the protocol but may 
make offline inferences from information they  
learn. In particular, no data poisoning at-
tacks or other active attacks will take place. 
How-ever, curious clients or the Parameter 
Server may, offline, attempt to recover pri-
vate data from information that they are le-
gitimately learning during execution of this 
algorithm. Therefore, even under this honest- 
but-curious security model, hardening  
mechanisms for model aggregation may be  
required for both security and regulatory 
compliance.

When one or more clients behave malicious-
ly, the FederatedAveraging algorithm will 
no longer function correctly. But we already 
mentioned hardening mechanisms such as  
Byzantine Gradient Descent and Secure  
Aggregation that can protect against this.
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3.5 DATA PRIVACY:  
TECHNICAL PERSPECTIVE
Data privacy is a central aspect in the de-
sign, implementation, and deployment of 
our FedML software framework and its in-
frastructure. A technologist may want to do 
this by deploying state of the art techniques 
for privacy preservation such as homomor-
phic encryption. A lawyer would then review 
the implemented system to judge whether it 
meets legal and regulatory demands, based on 
well understood legal tests such those for the 
EU GDPR and “best practices”.

At XAIN, we firmly believe that legal reviews 
and technology decisions should go hand in 
hand when designing a FedML platform, and 
this is indeed the approach we will take – by 
collaborating with leading technology lawyers 
in this space. This is also in line with the prin-
ciples behind GDPR, where Privacy by Default 
should be an integral part of a system’s overall 
design. We will discuss the relevant legal issu-
es for this in more depth in Section 5.

In order to prepare for this discussion, let us 
now conceptualize the essence of FedML 
mechanisms at a level of abstraction that  
accommodates different FedML instances of 
our software framework but ignores details  
that won’t have legal relevance for data  
protection. This conceptualization is meant 
to be accessible to lawyers, technologists, and 
business people who own use cases:

Participating Parties:  
There are two types of participants:

A Parameter Server that aggregates local-
ly updated models to generate an updated 
global model, and sends the latter to all 
clients

Clients that use the global model and their 
local datasets to generate an updated local
model that they then send to the parameter 
server.

What concrete tasks the Parameter Server 
performs will depend on the instance of the 
FedML framework. In the algorithm of Figure 

1, it selects clients and waits to receive their 
locally updated models from which it compu-
tes and communicates a new global model. In 
the Secure Aggregation approach of [BIK+17], 
the Parameter Server executes a quite diffe-
rent, 4-round protocol in which it never learns 
any values of locally updated models.

Staged Analysis of Data Protection
The above approach suggests that we stage 
our analysis of data protection. We want  
to show that nobody can learn personally 
identifiable information (PII) in this FedML 
process, or that if they can do that then this 
is legitimate given their role – for example  
as data processor or data controllers. The 
stages are:

S1 	 Understand which party gets to learn  
	 the values of which of the locally  
	 updated models. We assume that all  
	 parties get to learn the value of the  
	 global model.

S2 	 Given the understanding in S1, we  
	 want to understand the capabilities of  
	 parties to then learn anything about  
	 the PII residing within local datasets.

The advantage of such staging is that we can 
concentrate on the analysis of the FedML al-
gorithms. If we can show that they offer strong 
protection against learning values of locally 
updated models, and that parties will not be 
able to extract PII from their knowledge of lo-
cally or globally updated models, then we do 
have a strong and compelling case that FedML 
offers data protection at a level that meets the 
demands of regulation such as GDPR.

This is so since parties then will not gain any 
information from the FedML algorithm that 
they could use to launch such attacks on data 
protection – or to launch them more effective-
ly than in the case when FedML would not be 
running at all. For data protection, we here as-
sume that an attacker aims to recover parts of 
a local dataset. We do not assume that specific 
parts are targeted, and we recognize that such 
recovery could be used to re-identify data 
subjects. For example, an attacker may com-

12
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promise PII by getting to know some values 
of that matrix – as the values of some features 
and labels may suffice to make inferences ab-
out PII.

Security Models 
Let us recall here two standard security mo-
dels, since we want to understand how they 
can inform a legal opinion about FedML:

HBC	 Honest-But-Curious Attackers: this  
	 assumes that all participating parties  
	 behave according to the rules set out  
	 in the algorithms and protocols that  
	 they use.

ACT 	 Malicious, Active Attackers: this assumes  
	 that parties may have an arbitrary  
	 behavior, including the breaking of  
	 rules or that external parties may  
	 impersonate participants.

To illustrate, in the first security model HBC, 
a selected client will not refuse to send his lo-
cally updated model and will indeed send that 
model without modifying its value. And the 
parameter server will dutifully perform the 
specified aggregation and send back the com-
puted value without any manipulation. But 
clients and the parameter server may use the 
information they learn from the FedML com-
putation (including the global updated models 
and, in the case of clients, their own locally 
updated models) in order to make inferences 
about data values in Dk for clients k.

In the second security model ACT, a selected 
client may refuse to send a model to the para-
meter server, may send a manipulated such 
model, may try to impersonate another client,
and so forth. And the parameter server may 
refuse its service, manipulate the client selec-
tion mechanism, manipulate the aggregation 
process, and so forth.

Both security models may be relevant for our 
FedML platform, depending on the use case. 
For example, a data controller who controls 
datasets of all clients on his own premise and 
performs the “local” learning may be a good 
fit for the honest-but-curious security model 

as any malicious attacks would fall under the 
scope of cyberattacks launched by external 
forces on company systems, where existing 
mechanisms such as security operations cen-
ters, cyberinsurance, and so forth would deal 
with this. And the active attacker security mo-
del is appropriate when there is not sufficient 
trust between clients and between clients and 
the Parameter Server.

Assumptions on Aggregation Operator of 
our FedML Platform
As already stated, our FedML platform will 
have to accommodate a number of aggre-
gation operators, not just the one shown in 
Figure 1 for FederatedAveraging. This is be-
cause not all use cases will have the same (not 
necessarily legal) requirements pertaining to 
security or privacy. We therefore state some 
assumptions that should hold for a wide range 
of aggregation operators, including those that 
our platform will implement:

A1 	 At least two clients submit their updated  
	 local models wt+1 to the parameter  
	 server at iteration t +1.

A2 	 The parameter server will compute the  
	 new updated global model wt+1 as a  
	 function of the received updated local  
	 models wt+1 and sends wt+1 to all clients.

A3 	 So this aggregation operator is a function  
	 that takes locally updated models as  
	 input and outputs an updated global  
	 model. The specification of this function  
	 is public knowledge.5

Apart from this, an aggregation operator may 
use additional privacy-preserving techniques 
that may help with meeting legal require-
ments for data protection, for example:

A publicly verifiable random function that 
select the set of clients St such that the 
parameter server will not know who these 
clients are, nor will clients in St know which 
other clients are in St. Such unpredictability 
can strengthen the security of aggregation 
protocols. One could also imagine the use 
of zero-knowledge proofs so that a client 

k

k

13

5 That is, known to all participants and, in a conservative security analysis, also known to the general public.



W
hi

te
 P

ap
er

 V
er

si
on

 1
.1

 o
f 2

8.
08

.2
01

9

can prove to the Parameter Server that she 
is entitled to submit a locally updated mo-
del without revealing who she really is. The-
se techniques can make it much harder to 
attribute locally updated models that were 
input to the updated global model to their 
actual clients.

Use of homomorphic encryption so that 
the parameter server will perform the ag-
gregation on ciphertext of locally updated 
models and return the resulting ciphertext 
that clients can then decrypt. This can help, 
since the parameter server would then not 
learn the values of locally updated models. 
But it would still know the value of the glo-
bal updated model.

Alternatively, secure aggregation protocols 
such as the one in [BIK+17] can be used so 
that the Parameter Server will not learn the 
values of any locally updated models while 
still computing and communicating the va-
lue of the updated global model.

 Secure multi-party computation – of which 
the one in [BIK+17] is an instance: since the
aggregation function is assumed to be pu-
blic, the updated global model as its output 
can be computed from the locally updated 
models of selected clients as private inputs. 
Clients would then only learn the global up-
dated model and the “acceptable leakage”, 
which is what can be inferred by a client 
from his own private input, the knowledge 
of the public function (aggregator), and the 
knowledge of its public output (the global 
updated model).

Differential privacy techniques [DR14] for 
the creation of noise may help here as well. 
This approach offers protection against the 
ability to distinguish between two databa-
ses that differ in only one entry. We think 
that it needs to be further evaluated how 
suitable this protection model is for the  
legal needs of data protection for FedML.

We stress that “privacy protection” here re-
fers to protecting the values of locally updated
models, not PII. Also, it is important to realize 

that legal data protection demands may be 
met even when curious or malicious parties 
manage to learn values of locally updated mo-
dels as long as one can demonstrate that such 
knowledge does not lead to the compromise 
of PII. We will discuss this further in the next 
section.

3.6 EXPERIMENTAL RESULTS: 
BENEFITS OF FEDML
Let us now demonstrate the benefits of FedML 
when compared to the unitary setting in which
machine learning takes place on each data-
set separately, without any sharing of locally  
updated models or computation of a global 
model. For sake of illustration, we report  
experimental results obtained by using a  
standard machine-learning benchmark and 
depict the results in Figure 2.

Experimental Setup
Our results in Figure 2 are based on the  
previously described partitioning schemes  
applied to the benchmark Fashion-MNIST.  
We train a convolutional neural network 
(CNN) consisting of

Figure 2: Benefits of FedML over the standard “unitary” approach of machi-
ne learning: model accuracy (y-axis) plotted over the grade of a partitioning 
scheme (x-axis). FedML makes much more accurate predictions when data 
is evenly or very unevenly balanced across partitions. Both approaches 
are ineffective in the pathological case, where each partition contains only 
one class used for classification of inputs. “Partition” here refers to a local 
dataset for FedML.

14
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a convolutional layer with 64 filters and 
kernel size 2,

a second convolutional layer with 32 filters 
and kernel size 2,

each followed by ReLU activations and max 
pooling,

then a fully-connected layer with 256 units 
and ReLU activation, and finally

the output layer which uses a soft max  
activation.

This model has a total number of 412,778  
trainable parameters (more than four-hundred  
thousand). The three hidden layers use  
dropout probabilities of 0.3, 0.3, and 0.5  
respectively. All layers use Glorot uniform 
initialization. In this experiment, the machine 
learning problem is the classification of inputs. 
Intuitively, a model captures a set of classes 
and assigns each input to one of these classes. 
The experiment takes an entire dataset and 
then applies different partitioning schemes to 
that dataset, where each such scheme gives us 
a set of partitions. To relate this to the FedML 
setting, each partition would then amount to a 
local dataset in the FedML terminology.

Discussion of Results
As we can see from the horizontal axis of the 
graph in Figure 2, the schemes we used ran-
ge from those that have all classes present in 
each partition (left, called IID_balanced) to 
those that have only one class present in each 
partition (right, called 01ccp). The vertical axis 
shows the accuracy of the models computed 
by unitary machine learning (blue line) and 
FedML (orange line), respectively. The accura-
cy is a statistical measure that computes the 
proportion of true predictions – both true po-
sitives and true negatives – from all the inputs 
that have been classified by the model.

We can see that the benefits of FedML are 
already visible when the data is independent 
and identically distributed across partitions 
(IID_balanced). FedML can do better here 
since it simply has access to more data, whe-

re this access is indirect through the repeated 
aggregation of locally updated models.

At the other extreme of data partitioning, we 
see that FedML and the unitary approach fare 
equally poorly when the partitions are such 
that they cannot really distinguish between 
classes of input. Such artificial partitions are a 
pathological case for any attempt of learning 
classifications.

Crucially, we can see that FedML clearly out-
performs the unitary approach when the data 
is distributed in a very uneven fashion across 
partitions: for FedML, the accuracy is con-
sistently higher and deteriorates much more 
gracefully when subjected to more and more 
pathological partitioning schemes.

Let us stress that FedML use cases typically 
have little or no control over the partitioning 
scheme, as local datasets cannot be merged 
or repartitioned with other datasets prior to  
learning. We varied these schemes here mere-
ly for experimental insights. In other words, a 
FedML use case will have a given partitioning 
whose statistical nature will very likely be that 
data are neither pathologically distributed  
nor indential and independently distributed.  
Therefore, practical use cases are better  
represented by the partition grades in Figure 
2 for which FedML offers huge benefits.
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In this section, we want to outline the techni-
cal vision of our federated machine learning 
platform and the key mechanisms and princi-
ples that underpin and will realize this vision.

Open Source 
One such principle is that we want to offer the 
core of the technology stack for our FedML 
platform as an open-source project. We plan 
to open source our FedML project under Apa-
che License version 2.0. We do this partly 
because we firmly believe that no company 
should face technology lock-in or any barriers 
posed by proprietary software. 6

Independent self-hosting
As our technology is provided as open-source, 
you have the option of downloading and integ-
rating it into your own AI projects and infras-
tructure. For this, we will offer an SDK whose 
specifications we also provide. However, using 
our FedML technology in this manner will re-
quire considerable in-house expertise for such 
integration. And you then will have to consi-
der whether this way of using XAIN’s FedML 
technology is more beneficial to you than re-
lying on the XAIN full-service platform, which 
we outline next.

Full-service platform
XAIN’s full-service platform will be built on 
the open-source software that we develop 
and share, but it will also contain propriatary 
parts that are specific to the execution of our 
platform, notably monitoring, advanced ag-
gregation mechanisms for increased privacy 
and learning accuracy, and user interfaces. 
We offer this full service so that you and your 
company can onboard to FedML use cases 
with ease, get a robust, reliable and scalable 
FedML execution, and have quality monito-
ring and seamless user experiences, and all of 
this at known and budgetable costs. This full 
service will therefore allow you to focus your 
energy on building and running your AI appli-
cation.

Additional benefits 
If you want to host our full-service solution 
on premise or in some particular compute en-
vironment, we can provide specific instances 

of our platform to accommodate these needs. 
This is particularly useful when you want to do 
federated learning across companies within 
your enterprise group or if you have datasets 
from different clients all stored within your 
company premises. Another service we may 
offer in the medium to long term is support for 
automated machine learning, such as Effecti-
ve Neural Architecture Search.

To summarize, we have designed our managed 
FedML service solution in a manner that ma-
kes the use of Federated Machine Learning as 
easy and seamless as possible. That way, you 
can focus on what matters most to you, name-
ly building meaningful and effective AI use ca-
ses. By using our full-service platform, you will 
be sure that your participation in federated 
learning will be GDPR compliant. In particu-
lar, you will not have to rely on implementing 
costly and complex data anonymization tech-
niques nor have to create and manage data 
lakes.

Our FedML Platform4.
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6 You will find the repository and its documentation under https://github.com/xainag. You can use this resource for gaining a technical insight 
into our approach and for testing the software on benchmarks. When doing the latter, we advise that you carefully read the system GPU 
requirements for running such tests.
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As already stated, there is evidence that many 
decision makers in enterprises are concerned 
about compliance and data-protection issues 
when it comes to considering the use of AI 
applications or using cloud infrastructure for 
their deployment [Res19]. In that context, we 
already highlighted the enormous potential 
that FedML has in enabling machine learning 
use cases whose local datasets cannot be com-
bined due to compliance reasons. In the last 
section, we also discussed data-protection 
issues for FedML from a more technical per-
spective.

Now, we discuss what technical or other me-
ans may be required to make FedML usage 
itself compliant. While there are many, in 
part sector-specific, forms of compliance, our 
FedML technology will consider data priva-
cy (pertaining to natural persons) and data 
protection (including the protection of sen-
sitive information that is not about a natural 
person). For sake of exposition, we limit our 
discussion here to GDPR, as the central EU Di-
rective for this, which regulates data privacy 
for natural persons.

We fully recognize that GDPR does not consi-
der which actors may have and use means for 
compromising data privacy and data protec-
tion. Nonetheless, we will do a case analysis 
over different actors in FedML as these will 
have different states of knowledge and so dif-
ferent means to be used. The completeness of 
such a case analysis will then ensure that our 
legal opinion does not depend on which actor 
means to compromise sensitive data in local 
datasets.

5.1 DATA ANONYMIZATION AND GDPR
We recall our argument that data anonymi-
zation techniques are too costly and not sca-
lable as an alternative to FedML for enabling 
machine learning use cases. From a legal per-
spective, however, there is a helpful analogue 
between data-anonymization techniques and 
technical realizations of FedML. Let us quote 
Recital 26 of the GDPR to that end, shown in 
Table 1. Recital 26 sets out that data protec-
tion is applicable to information pertaining to 
an identified or identifiable natural person. 

It then points out that pseudonymization of 
such information will still render information 
on an identifiable natural person, and so this 
will transform personal data into personal 
data.

Crucially, Recital 26 implies that a data cont-
roller needs to consider whether taken data 
protection measures such as anonymization 
techniques are sufficient so that one cannot 
identify a natural person through “all the me-
ans reasonably likely to be used”. The latter is 
essentially a risk assessment, informed by the 
current state of the art of such means, their 
cost and availability, and the likely capabilities 
of anyone who attempts such identification. 
Of concern are the singling out of an indivi-
dual, the linking of different information ab-
out the same individual, and the ability to infer 
other information about that individual.

The above risk assessment may also have to 
reflect how the state of the art may evolve, 
for example for guaranteeing that an anony-
mization technique irrevocably removes links 
to PII. Anonymized data that meets such, very 
high, demands is therefore expressly not un-
der the scope of GDPR and so cannot break 
any compliance with GDPR.

We now argue that the legal considerations 
around the protection of information about 
a natural person and data anonymization can 
be fruitfully transferred and expanded to the 
setting of FedML:

L1 	 Local and global models learned in a  
	 FedML instance are data. We therefore  
	 mean to evaluate whether such data  
	 generated by instances of FedML meet  
	 the legal tests associated with anonymi- 
	 zation techniques.

L2 	 This approach to a legal interpretation of  
	 FedML also lends itself to broadening  
	 the scope of data protection to not only  
	 information pertaining to a natural  
	 person but also to other sensitive infor- 
	 mation contained in local datasets.

Compliance5.
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The latter point made in L2 is important. For 
example, an enterprise is a legal entity and its 
sensitive information, say, whether it plans 
to construct a new plant in a certain location, 
should not be inferrable from global models or 
local FedML models of other enterprises. The-
refore, the inability of singling out, creating 
links, and making inferences about such ent-
ities – mentioned above – are equally relevant 
when protecting information that is not about 
a natural person.

Item L1 says that we want to analyze whether, 
and under which circumstances, the models 
generated by FedML constitute anonymized 
data. Through such analyses, we and others 
are able to shape and evaluate legal interpre-
tations of FedML instances in regard to data 
privacy and the protection of sensitive data.

We will now reconnect with the discussion of 
Section 3.5 in order to assess how the use of 
certain techniques can ensure that the know-
ledge of global or local models does not help 
with the identification of personal or other 
sensitive data within local datasets over which 
FedML operates.

5.2 PRINCIPLE OF LEAST PRIVILEGE:  
REDUCING THE “MEANS USED”
The Principle of Least Privilege is a central 
principle in computer security, by which ac-
cess rights for users are restricted to the bare 
minimum needed for them to perform their 
work. Applying this principle to FedML has 
the benefit that this reduces the means that 
actors may be able to use in order to gain ac-
cess to sensitive or private information.

For FedML, the users are the participants of 
the FedML instance and the access rights are
embodied in the communication protocols 
that specify which participants receive what 
messages; the latter include local or global 
models. We state some desired requirements 
for minimizing such access rights for FedML:

R1 	 All participants get to know the value of  
	 the global model wt for all rounds t.

R2 	 Client k knows her local model wt for all  
	 rounds t, but we require that client k has  
	 no actionable information about local  
	 models wt  of other clients k0.

“(26) The principles of data protection should apply to any information concerning an identified
or identifiable natural person. Personal data which have undergone pseudonymisation, which could be 
attributed to a natural person by the use of additional information should be considered to be informa-

tion on an identifiable natural person.

To determine whether a natural person is identifiable, account should be taken of all the means  
reasonably likely to be used, such as singling out, either by the controller or by another person to  

identify the natural person directly or indirectly.

To ascertain whether means are reasonably likely to be used to identify the natural person,
account should be taken of all objective factors, such as the costs of and the amount of time

required for identification, taking into consideration the available technology at the time of the
processing and technological developments.

The principles of data protection should therefore not apply to anonymous information, namely
information which does not relate to an identified or identifiable natural person or to personal

data rendered anonymous in such a manner that the data subject is not or no longer identifiable.
This Regulation does not therefore concern the processing of such anonymous information,

including for statistical or research purposes.”

Table 1: Quote of Recital 26 of the EU GDPR
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R3 	 We recommend that the Parameter  
	 Server gains no information about the  
	 local models wt for any round or client.

Item R1 captures the reasonable assumption 
that all legitimate participants get to know the 
value of the global model. In a conservative 
legal analysis, we may therefore assume that 
this knowledge is part of any means used to 
learn sensitive or private information about 
local datasets.

As for item R2, clients will of course know their 
own local models as these are trained clientsi-
de. But it stands to reason that clients should 
not learn the values of locally learned models 
of other clients. Otherwise, clients would  
obtain an additional means, whether effective 
or not, they could use for learning sensitive  
information about datasets from other clients.

FedML with exactly two clients (K =2) 
This class of use cases requires a separate ana-
lysis. Using the FederatedAveraging algo-
rithm in Figure 1, one can easily see that client 
1 can compute the value of the local model of 
client 2 from the value of the global model and 
her own local model, and vice versa. This is so 
since averaging defines linear equations whe-
re the client only needs to solve for a single va-
riable since K equals 2. Therefore, this special 
class of use cases seems to require additional 
technical means, such as the addition of noise, 
to ensure that clients will not get to know ac-
tionable information about the local model of 
the other client. “Actionable” here means that 
such information, together with any other me-
ans used, could reveal sensitive information 
about local datasets.

FedML with more than two clients (K >2) 
In use cases in which K is greater than 2, we 
can argue that the linear nature of Federated 
Averaging does not seem to reveal actionable
information about local models of other cli-
ents. Let us convey this through a simple ana-
logy. Suppose you obtain the average height of 
three or more people and you know that this 
average contains your own height, 175cm. 
If the average is 180cm, then you only know 
that at least one of these people must be tal-

ler than you. But there is little else that you 
can infer from this. For example, you may be 
the shortest person from that sample space or 
the second tallest one. It therefore stands to 
reason that such information is of a statistical 
nature and that this cannot be used to make 
informative inferences about local models, let 
alone about data stemming from the corre-
sponding local dataset.

Parameter Server: 
Trusted or Untrusted Party 
Whether or not to follow the recommenda-
tion in item R3 will be markedly influenced by 
whether or not the Parameter Server is a party
trusted by all clients. If so, it may be accepta-
ble to let the Parameter Server get to know all 
local models – as is the case in the algorithm 
shown in Figure 1; such trust may also involve 
contracts drawn up between the entity that 
provides the Parameter Service and all Cli-
ents. However, the Principle of Least Privilege 
suggests to add techniques such as Secure Ag-
gregation so that the Parameter Server is only 
a Coordinator and does not learn the values of 
local models. 

For R3, a balance needs to be struck between 
potentially conflicting aspects. For example, a 
protocol in which the Parameter Server does 
not get to know values of local models ensures 
that the Parameter Server, as an attacker, will 
only know the global model and some history  
about communication patterns (say, which 
clients participated in which rounds). But this 
will not be sufficient to retrieve sensitive in-
formation from local datasets. Moreover, this 
approach may be preferred by the clients who 
are reluctant to share locally learned models 
for a variety of reasons. However, not learning 
the values of local models will make it harder 
to monitor the behavior of clients in terms of 
the quality of local models they submit. For 
example, we may want a client to be banned 
from participating in the next few rounds be-
cause she submitted low-quality models in 
two consecutive rounds, seeing this as a sign 
of incompetence or malice.

These considerations further strengthen our 
argument for building a FedML framework that

k
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allows for such flexibility in order to accom-
modate the needs of use cases and the expec-
tations of clients.

5.3 INFLUENCING FUTURE  
AI REGULATION
The EU is keen to provide an environment in 
which AI Innovation within Europe can thrive, 
foster economic growth, and be consistent 
with European values such as basic rights of 
citizens and ethical principles. The EU also 
recognizes that regulation about AI has to be 
formulated in a manner that does not stifle 
innovation and that can cope with the rapid 
pace and scope of AI development.

For example, we hopefully demonstrated ab-
ove that approaches and legal tests around 
GDPR are transferable to FedML. In that con-
text, it should be noted that the computation 
of local and global models is a form of data 
processing as well. So the contractual frame-
works that govern the relationships between 
data controllers and clients would need to ref-
lect this.

Another relevant legal aspect is that of In-
tellectual Property Rights (IPR), specifically 
pertaining to the learned models. One might 
argue that the IPR status of locally and global-
ly learned models should be the same, since 
their computation is inextricably linked. This 
computation does not seem to offer, however, 
a degree of creativity that one would expect 
when wanting to copyright the expression of 
works. It also remains to be seen whether a 
FedML model could be patented, for example 
as a specific process for supporting a deci-
sion. Since all clients need to share the same 
model structure, the ability to patent a model 
will also depend on who created that initial 
structure (for example, a particular deep lear-
ning topology) and whether its creation was 
non-obvious.

Given that, we think that the ownership 
and usage rights of models learned through 
FedML should best be governed by contrac-
tual frameworks. That way, there will be legal 
clarity as to who owns these models and who 
has what usage rights over them. 

At XAIN, together with a globally leading law 
firm, we therefore plan to craft legal contract
templates that are specific to the use of 
FedML so that clients, data controllers, and 
subsequent users of learned models have le-
gal certainly as to the rights and responsibi-
lities about the FedML learning process and 
the use of FedML models in decision support. 
Together with said law firm, we furthermore 
want to help with shaping the legal opinions 
about FedML and its classes of use cases. We 
hope that, in doing so, we will positively influ-
ence future EU guidelines and directives for 
the use of innovative AI.

To summarize, at XAIN, we want to develop 
FedML technology that
 

meets ethical guidelines,

is consistent with an EU social contract  
on responsible innovation,
 
has a clearly defined legal status,

is fully compliant with regulations  
retaining to data privacy, and

satisfies the needs of a wide range of  
industrial use cases.
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As discussed, Google introduced the FedML 
technology as a means to apply machine lear-
ning for the auto completion of search queries 
entered on hand-held devices. This is perhaps 
why FedML is often thought to be about data 
originating from, or being stored at, small devi-
ces [ACG+16]. However, the FedML technolo-
gy we are building at XAIN expressly includes 
use cases that involve large data sets hosted 
on enterprise servers. We believe that our 
approach provides a solution to a significant 
technology need: AI data protection, where 
compliance with regulation and the protec-
tion of sensitive data create such needs.

You can benefit from applying our FedML 
technology if you have the following needs:

1. You have identified a specific business need 
or problem that can be addressed by the use
of machine learning.

2. The machine learning you consider for this 
requires you to process, for training purposes,
datasets that contain personal or otherwise 
sensitive data.

3. These datasets are stored in different  
buckets or databases and cannot be moved  
or combined, given the regulatory constraints 
or the sensitive nature of data.

4. Anonymization techniques can merge data 
from buckets for centralized learning but you
either lack resources or capabilities for this, or 
you are averse to the risks of their use.

To address these needs, XAIN is targeting, 
among others, the following user groups: Ent-
erprises and startups, but also academia, and 
freelance developers or volunteers.

Enterprises 
XAIN is explicitly designed to enable AI ap-
plications by addressing GDPRcompliance
and sensitive data issues. This makes enter-
prise customers our first user group. Our 
initial use cases, highlighted in Section 7, 
target established enterprises that have 
AI endeavours for internal or external use 
cases.

Startups 
Our second major user group is comprised 
of AI-related startups. These have either li-
mited AI capabilities in-house, too few data 
for training purposes or want to ensure 
that data-privacy regulations will be upheld 
throughout a continuous training process.
 
Volunteers & Freelancers 
Private individuals and developers may 
want to contribute to XAIN’s technology ei-
ther for fun or for profit. At a mature stage 
of our platform, certification programs 
might be established, offering extra bene-
fits to this user group in particular.

Academia 
Our XAIN platform will not be over-en-
gineered. But we value engagement with 
academia in research projects. This will as-
sure our readiness for particular use cases 
(say, in the pharmaceutical industry) and 
advancements in technology that influence 
best practices in data privacy; it also fosters 
the strong research DNA of our company.

While our initial focus will predominantly be 
on the first two user groups for business de-
velopment, we do welcome other types of 
users to join our network. We think that the 
advantages of our FedML technology are qui-
te universal, and that all five user groups will 
have benefits from joining our effort and will 
make valuable contributions to XAIN.

6.1 BENEFITS WE OFFER
We believe that most companies will have 
and use AI-based software and that they will 
see the value in extending the scope of their 
machine-learning algorithms to larger data 
sets in order to get better insights for deci-
sion support. For example, a company may 
use our technology on datasets hosted at its 
subsidiaries, where these datasets cannot be 
aggregated for reasons of compliance or IT 
complexity. In addition, companies will have 
an incentive to join the platform as they will 
mutually benefit from insights driven by all 
datasets of participating third parties.

Our Focus on Groups and Use Cases6.
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Enablement
The infrastructure will enable entities who 
currently have low AI capabilities to use 
and exploit AI applications that they could 
not operate otherwise.

Costs
AI training and development costs decrea-
se due to network effects of our platform. 
Financial entry barriers for new enterprise 
clients will also be lowered.

Privacy 
Stored data will neither be copied nor mo-
ved, it stays entirely in the individual corpo-
rate environments, on-premise or in their 
cloud environments. Given correct opera-
tion, GDPR compliance holds.

Scalability 
Federated Learning creates network ef-
fects in AI training. The more participants 
are involved, the better the model accuracy 
will be.

Security
The technology will support mechanisms 
that offer high data security and mitigate  
or prevent malicious practices and non- 
compliant behavior.

6.2 VALUES WE PROMOTE
We think that our technology captures core 
values that we, at XAIN, mean to promote and
live by. We are driving by the principles that 
our AI work should be human-centric, deliver 
the highest quality with precision, and be com-
pletely trust-worthy and transparent.

We place great importance on a seamless 
and intuitive user experience and optimal  
value creation through participation in our  
AI-enabling platform.

 We will build and maintain the platform with a 
high degree of cybersecurity and accountabi-
lity in order to make it resilient against poten-
tial attacks such as data poisoning.

Our platform will be able to reflect the diffe-
rent privacy & security needs of use cases by 
using appropriate FedML instances.

 We promote the democratization of AI, as 
each platform participant will profit from the
learnings gained by others on their local data-
sets.

 We will develop our software under an open-
source license model that encourages com-
mercial use and reuse.

 We will offer software production and use-ca-
se support that meet the highest quality stan-
dards, for example through certifications from 
relevant agencies.
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It may be conceived wisdom that centralized 
or distributed machine learning will be the 
method of choice for deploying AI solutions in 
enterprises. However, it turns out that those 
approaches can only be adopted in relatively 
few use cases in practice. This stems from the 
fact that data is most often residing in data 
silos where either sensitivity issues or regula-
tory constraints prevent the creation of data 
bridges across silos or enterprises do not have 
the technical means of migrating and merging 
such data for subsequent machine learning. 
The latter is a particular issue with legacy sys-
tems.

Therefore, we firmly believe that FedML  
is a strategically important AI technology as it 
enables many more use cases for AI in practi-
ce. Table 7 depicts a classification of use cases
into those that are confined to internally  
controlled data and those that also involve  
externally controlled data. We make this dif-
ferentiation as the sources of data and their 
storage spaces have impact on the relevance 
and interpretation of data-privacy regulati-
ons. Internal use cases typically mean that the 
company is the controller of all data. AI is then 
typically used to improve in-house processes 
and decision making.

External use cases mean that there is more 
than one Controller or different datasets, 
which is more complex from a regulatory per-
spective and also may need trust management 
mechanisms as these Controllers do not ne-
cessarily trust each other. For external use 
cases, AI is most often used to offer benefits 
to customers, such as improved services. This 
classification is not meant to be strict but ser-
ves as a guide in configuring our FedML tech-
nology to a particular use case.

7.1 ANDY: AN AI APP BY XAIN
The first use case we want to outline is our 
own production-ready application ANDY. 
“ANDY” is an acronym for Anomaly Detec-
tion and the application supports accounting 
workflows around invoice processing in ent-
erprises. We will use ANDY as a first AI app 
based on our FedML technology. ANDY pro-
vides an AI-backed solution to the accounting 
industry that could reap tremendous benefits 
from AI-backed automation and, at the same 
time, holds some of the most sensitive data 
firms own, namely supplier invoices. Backed 
with our technology, companies who will use 
ANDY will profit from pre-trained, yet priva-
cy-preserving AI models.

The benefits of ANDY’s solution are ideally 
seen in its deployment within an enterprise 
group. When ANDY is applied to an entire en-
terprise holding or group, including all subsi-
diaries and affiliated companies, each of these 
entities has different databases that derive in 
part from legacy ERP landscapes. If one were 
to apply ANDY not only to one enterprise, but 
to the entire group, then all databases would 
first have to be aggregated if centralized le-
arning were to be applied. Creating such a 
centralized data warehouse is a tremendous 
undertaking, which might render the applica-
tion of an AI-backed solution unprofitable (the 
business case). And this is not even conside-
ring any legal or regulatory issues associated 
with such data aggregation. 

Our FedML technology offers a viable alterna-
tive that avoids these issues, yet lets all mem-
bers of the enterprise group benefit from a 
more accurate model learned with FedML.

Sample Use Cases7.

23

Internal Use Cases External Use Cases

Data source
Your internally created company data is the 
only data source used for the AI application

You wish to use data sources from different customers 
for your AI training

Infrastructure
Training data is stored in several silos all under 
your control

Customer data is stored in separate data buckets, not all 
of which you control

Examples
Internal data analysis, Anomaly detection, 
Predictive maintenance, Transactions data

Customer services and Intelligent assistants, Customer 
analysis, Anomaly detection, Mobility sharing services

Table 2: Matrix of Use Cases
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7.2 AI-BASED SOFTWARE-AS-A-SERVICE
Companies that want to build and use AI appli-
cations often have a lack of own data or face a
poor quality of their own data. Making such 
applications production-ready therefore is 
costly and time consuming.

Fortunately, this does not have to be a reality 
for AI app builders, companies, and startups. 
Through our FedML technology, it suffices that 
we onboard only a small number of customers 
for an AI app/use case to get a first global mo-
del. With this in place, other customers can ea-
sily onboard and draw the benefits of learning 
with a model that already captures insights 
from larger datasets. At the same time, the 
existing customers benefit from the insights 
inherent in the datasets of new customers. All 
of this is happening without jeopardizing the 
data privacy and by protecting sensitive infor-
mation for all participating customers.

The use case of ANDY, which we offer as a 
Software as a Service (SaaS), is thus a classic 
example of how SaaS business solutions can 
profit from FedML. First, the anti-centraliza-
tion approach of FedML makes SaaS business 
models substantially more attractive to even 
the most conservative enterprise customers 
who need high assurance for information se-
curity and compliance.

Second, the results of an AI application run-
ning with FedML are likely to outperform 
considerably any competing solutions, which 
employ a combination of centralized training 
and data anomyzation techniques. We alrea-
dy discussed how FedML can cut down or eli-
minate the costs for data anonymization and 
yield more accurate models, as it can tap into 
a rich source of datasets for machine learning. 
FedML also works well when datasets have 
different statistical distributions, for example 
when datasets capture behaviors of cars and 
their users.

7.3 ANOMALY DETECTION IN IOT AND 
MACHINE DATA
In the process of machine engineering, engi-
neers rely on the monitoring of data to assess 
the health status of machinery and to manage 

maintenance activities. Data are also an im-
portant input for providers of health-moni-
toring and predictive-maintenance software. 
The application of AI is currently booming in 
this area. We have held a substantial amount 
of discussions with industry representatives 
who have requested solutions for inciden-
ce-prediction models. The hypothesis is here 
that an AI can apply an anomaly-detection 
based model to real-time data, for example 
to test data or production-monitoring data, 
to predict the occurrence of incidents that 
are far from the normal behavior of engines 
or machinery. Engineers hope to use such AI 
applications to gain insights for detecting, mit-
igating, and even preventing such incidents – 
including those that impact safety.

Despite the obvious advantages of applying AI 
in this area, machine data is usually quite sen-
sitive or contains personal data. For example, 
consider a machine that produces data based 
on its handling by a user. A motor engine of a 
car, for example, would provide continual in-
formation about the driving maneuvers of its 
users. Hence, such use cases also fall under 
the scope of privacy regulation even though 
their machine-centric nature may suggest ot-
herwise.

7.4 FEDERATED AUTONOMOUS DRIVING
Autonomous driving is one of the most 
sought-after use cases of artificial intelligen-
ce, with huge financial investments in start-
ups and established large enterprises. AI in 
autonomous driving also raises highly critical 
data-privacy issues. The data that are used 
for training algorithms that are at the heart of 
autonomous driving is usually of a highly sen-
sitive and personal nature, as driving behavi-
our and history includes a substantial amount 
of personal information. This requires car ma-
nufacturing companies to store driving data in 
separate buckets per vehicle.

One reaction to this may be to anonymize 
all those data so that its combination can no 
longer link to specific vehicles or persons that 
use such vehicles. But we already discussed 
the problems associated with this approach in 
Section 2.3 in detail. Another alternative is to 
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synthesize “artificial” data that therefore has 
no link to private or sensitive data. But this is 
problematic for such a use case, as the genera-
tion of useful synthetic data is a very complex
process that requires a lot of fine-tuning, and 
there is no guarantee that models trained on 
synthetic data will be accurate enough to per-
form well in use cases such as autonomous dri-
ving, where safety is one of the critical aspects.

In contrast, our FedML technology can be 
used here without the need to anonymize data 
or to generate synthetic data. As an external 
use case, this would allow different car manu-
facturers to learn together without having to 
worry about the compromise of sensitive data 
or about violating data privacy regulation. 
This could be a game changer for the use of AI 
in autonomous driving.

7.5 MOBILE APPLICATIONS
Generally speaking, AI applications that train 
on mobile devices have several issues whose 
resolution requires alternatives to the centra-
lized approach of machine learning:

1. Most data produced on mobile phones ori-
ginates from a user’s interactions with that de-
vice and is hence highly personal information. 
Examples could include data produced from 

mobile-banking applications and second-layer 
authentication based on user behaviour.

2. Training is constrained by limitations of 
the device’s capabilities, including CPU per-
formance, battery power, and communica-
tion latency. Mobile devices may be subject to 
connectivity issues or may not render enough 
computing power or storage for complex ma-
chine-learning applications. At the same time, 
the user experience of the device should not 
be impaired by any AI applications running on 
that device.

3. Datasets on a device are rather small. When 
training is confined to such local data only, 
training will produce models whose accuracy 
is likely to be too low, questioning the usability 
of such models.

Through FedML, providers of AI apps can ef-
fectively circumvent these problems. While 
personal data will influence the training of 
local models, which are then deemed to be 
personal data as well, models get aggregated 
into an updated global model in a manner that 
makes the latter non personal data. Therefore, 
one solves the issue of data privacy while also 
getting models that are accurate enough to ef-
fectively support decision making.
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In this white paper, we began with a review 
of machine learning and its predominant ap-
proaches, centralized machine learning and its 
optimization of distributed machine learning. 
We then discussed why these approaches are 
problematic for the effective adoption of AI in
practical use cases across commercial sectors. 
This led us to the identification of adoption 
barriers that our solution is expressly concei-
ved to overcome.

Next, we reviewed data anonymization tech-
niques, which are considered as the primary 
means of addressing data-privacy issues in 
the use of machine learning. We saw that their 
application is problematic as the regulatory 
burden on them to achieve data-privacy com-
pliance is very high and since these techniques 
are not fully automatable and so are costly 
and do not scale.

We then gave a gentle introduction to Federa-
ted Machine Learning, as an approach that can
overcome these issues while still being able 
to compute accurate models for decision sup-
port. For this to work, we identified that the 
technical realization of FedML requires both 
the formation of an authoritative legal opinion 
about FedML and its compliance, as well as an 
alignment of the design of FedML technology 
with such opinions.

We noted our engagement with a leading law 
firm so that we can offer thought leadership 
in this co-evolution of technology and its le-
gal interpretation. This detailed discussion of 
compliance was followed by a description of 
the types of users of our FedML technology, 
including where out initial focus for engage-
ment, product development and deployment 
will be. 

Finally, we provided descriptions of pertinent 
use cases for our FedML technology. For this, 
we suggested that it is useful to classify such 
use cases into internal ones (where all data-
buckets are under control of the company or 
its subsidiaries) and external ones (where data 
buckets from other entities, including poten-
tial competitors may be used).

We firmly believe that we made a compelling 
proposition for an AI technology, FedML, that
has a clear and convincing potential of ena-
bling the wider adoption of AI in commercial 
and industrial sectors to the benefit of all. Our 
belief comes, in no small part, from the fact 
that our proposition deals with two crucial 
pain points faced in that regard: data-privacy 
regulations and the protection of the confi-
dentiality of sensitive data.

In the near future, we plan to publish details of 
the system design for our FedML technology, 
including reports on its performance against 
established benchmarks from machine lear-
ning.

We also plan to publish outcomes of the legal 
opinion on FedML technology and how this 
opinion will shape our technology road map. 
We are particularly excited about the ad-
vancements of this FedML technology when 
paired with such legal studies. Our technology 
should bring substantial benefits to all sectors 
that consider the use of AI. The EU has always 
put great importance on data privacy as a va-
lue. Now even the US and Chinese agencies 
are becoming more and more conscious of da-
ta-privacy issues and are currently working on 
new regulation directives.

But any regulation needs to also consider how 
it impacts future innovation and the social and 
economic well being of the people and institu-
tions it regulates. The EU is not alone in see-
king such a balance between the protection 
of social values such as privacy and allowing 
for innovation in AI to thrive. Japan’s Text and 
Data Mining (TDM) copyright exception is an-
other example of pursuing such a balance.

At XAIN, we want to develop FedML techno-
logy that respects social values such as privacy
and mutually beneficial collaboration. And we 
are eager to build up a portfolio of FedML use
cases that are deployed in production so that 
our FedML technology will get network ef-
fects and become The eXpandable AI Net-
work (XAIN), the vision that led to the crea-
tion of this company.

Conclusions8.
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